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1
ANALYZING STORED ELECTRONIC
COMMUNICATIONS

BACKGROUND

This description relates to analyzing client data stores.

SUMMARY

The analysis of client data stores that we describe here may
encompass one or more of the following (and other) aspects,
features, and implementations, and combinations of them.

In general, in an aspect, a method includes at a provider
entity, storing data on a data storage system on behalf of a
client entity, the data being accessible from the data storage
system by the client entity, and performing an ongoing analy-
sis of the data and generating results of the analysis for use by
the client entity, the data being accessed at times determined
by the provider entity.

Implementations may include one or more of the following
features. The analysis is performed based on preferences of
the client entity. The analysis comprises an identification of
patterns in the data. The results are provided to the client
entity at times based on characteristics of the results. The
results generated based on two instances of data analysis each
performed at two different times. The data is accessible from
the data storage system by the client entity on a network
shared with entities other than the client entity and the pro-
vider entity.

In general, in another aspect, a method includes receiving,
from a client entity, data of distinct data systems associated
with the client entity, processing the data from the distinct
data systems for storage on a single data storage system, and
enabling access by the client entity to the processed data and
by an analysis engine associated with the data storage system.

Implementations may include one or more of the following
features. The data of at least one of the distinct data systems
is formatted in a data format proprietary to the respective
distinct data system. The data of one of the data systems is
formatted in a first data format and the data of another of the
data systems is formatted in a second data format. The access
by the client entity to the processed data is enabled by a single
interface to the data. The single data storage system com-
prises a plurality of coordinated physical computer systems.

In general, in another aspect, a method includes receiving,
from a client entity, data of a plurality of data systems, pro-
cessing the data for use by applications executing on a single
data storage system and for analysis by an analysis mecha-
nism associated with the data storage system, and enabling
access by the client entity to the applications.

Implementations may include one or more of the following
features. At least one of the applications stores data in a first
data format and data of at least one of the data systems is
formatted in a second data format. The single data storage
system comprises a plurality of coordinated physical com-
puter systems.

In general, in another aspect, a method includes receiving,
from a client entity, data of distinct data systems associated
with the client entity, processing the data from the distinct
data systems for storage on a single data storage system and
for use by applications executing on the data storage system,
and enabling access by the client entity to the processed data
and the applications, and enabling access by an analysis
engine associated with the data storage system to the pro-
cessed data.

Implementations may include one or more of the following
features. The access to at least some of the processed data is
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provided using at least one of the applications. The single data
storage system comprises a plurality of coordinated physical
computer systems.

In general, in another aspect, a method includes a data
storage system associated with a provider entity and storing
data on behalfofa client entity, the data being accessible from
the data storage system by the client entity, a data interface
enabling access by the provider entity to the data of the data
storage system, and means for the provider entity to, on behalf
of the client entity, analyze portions of the data received at
times determined by the provider entity.

Implementations may include one or more ofthe following
features. The portions of the data are analyzed based on
preferences of the client entity. At least some of the portions
of the data are associated with a specified period of time at
which the data was stored on the data storage system.

In general, in another aspect, a method includes at a pro-
vider entity, storing data on a data storage system on behalf of
a client entity, the data being accessible from the data storage
system by the client entity, performing an analysis of the data
based on preferences of the client entity and generating
results of the analysis for use by the client entity, the data
being accessed at a plurality of times determined by the
provider entity, and delivering the results to the client entity at
times based on characteristics of the results.

In general, in another aspect, a method includes at a client
entity, transmitting data from data systems of the client entity
to a data system of a provider entity, accessing the data at the
data system of the provider entity, and receiving results of
analyses of the data at the data system of the provider entity,
the results received at times determined by the provider entity
based on preferences of the client entity.

In general, in an aspect, an apparatus includes a data stor-
age system associated with a provider entity and storing data
on behalf of a client entity, the data being accessible from the
data storage system by the client entity, a data interface
enabling access by the provider entity to the data of the data
storage system, and an analysis engine maintained by the
provider entity to, at times determined by the analysis engine,
access the data using the data interface, analyze the data, and
generate results of the analysis for use by the client entity.

Implementations may include one or more ofthe following
features. The apparatus includes a client interface to enable
the access to the data of the data storage system by the client
entity. The apparatus includes a client interface to receive
updates of the data from the client entity. The analysis is
performed based on preferences of the client entity. The
analysis is performed on a subset of the data that is associated
with a specified period of time. The analysis comprises an
identification of patterns in the data. The data received from
the client entity comprises electronic messages. The results
are provided to the client entity in electronic messages. The
results are provided to the client entity at times based on
characteristics of the results. The characteristics of the results
comprise an event identified by the analysis engine as a pri-
ority event. The data storage system stores data received from
a second client entity. The data received from the client entity
is not accessible to the second client entity. The analysis
engine generates the results partially based on an analysis of
the data received from the second client entity. The provider
entity is independent of the client entity. The client entity
comprises a commercial enterprise. The results are generated
based on two instances of data analysis each performed at two
different times.

In general, in an aspect, an apparatus includes a data stor-
age system associated with a provider entity and storing data
on behalf of a client entity, a client interface enabling access
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to the data of the data storage system by the client entity, and
an analysis engine maintained by the provider entity to, at
times determined by the analysis engine, access the datausing
the client interface, analyze the data, and generate results of
the analysis for use by the client entity, the results of the
analysis being determined based on preferences of the client
entity and provided to the client entity at times determined by
the analysis engine based on characteristics of the analysis.

In general, in an aspect, an apparatus includes a data stor-
age system associated with a provider entity and storing data
on behalf of a client entity, the data being accessible from the
data storage system by the client entity, and being accessible
from the data storage system by the provider entity at times
determined by the provider entity for the provider entity to
perform continuous analysis of the data with permission of
the client entity.

In general, in an aspect, an apparatus includes a software
interface maintained by a provider entity and providing
access to the a provider entity to data stored by a data storage
system on behalf of a client entity, wherein the extent of the
access is tailored to applications that access and analyze the
data at times determined by the provider entity.

These and other aspects, features, and implementations,
and combinations of them, may be expressed as apparatus,
methods, methods of doing business, means or steps for per-
forming functions, components, systems, program products,
and in other ways.

Other aspects, features, and advantages will be apparent
from the description and the claims.

DESCRIPTION

FIGS. 1 and 2 are block diagrams.

FIG. 3 is a report.

FIG. 4 is a flowchart.

FIG. 5 is a block diagram.

A modern business or organization may have a large
amount of data in the form of email messages, text docu-
ments, spreadsheets, human resources records, payroll data-
bases, and other kinds of information. This data can be col-
lectively analyzed over time to extract intelligence about the
organization. For example, the analysis can be done by an
analysis system that can determine intelligence about a wide
variety of information related to the organization including,
for example, information about the organization’s communi-
cation patterns, the organization’s information security, the
organization’s employee behavior, and other intelligence.
Some analysis systems aggregate the data from a variety of
the organization’s data sources using multiple interfaces.

Analyzing data can mean providing data to a computer
program or other executable process, which then examines
the data to identify patterns of interest. Further, intelligence is
an interpretation of the patterns. The intelligence can be infer-
ences of what the patterns imply, based on previous occur-
rences of the patterns. The interpretations can be very high-
level. For example, if a particular word or phrase appears
more frequently in an organization’s email messages over a
period of time, then one interpretation of this pattern is that a
concept described by the word or phrase has become more
important to the organization over this period of time.

The computer program may accept data at discrete times
(for example, once a minute, once an hour, or other intervals),
but patterns of interest may only be identifiable over a period
of time longer than the intervals. For example, a pattern of
interest may be identified after a week or a month, which
could constitute dozens or hundreds or more discrete periods
of'data analysis. Thus, the computer program may store infor-
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4

mation about multiple sessions of data analysis and look back
atresults gleaned from previous sessions to identify a pattern
evident over time. This process of analyzing data over a
period of many sessions can occur on an ongoing basis, so that
the analysis of data can constitute an analysis of data over the
past week, the past year, or any period of time beginning when
the first analysis was commenced.

In atleast some implementations of what we describe here,
if the organization’s data is placed in a single data store
administered by a service provider that also operates the
analysis system then the amount of overhead expended to
extract intelligence from the organization’s data may be
reduced. In some examples, the organization can provide all
of'its data to the single data store and use a single interface (for
example, an application programming interface) to access
and update its data at will. In some cases, because the single
data store is operated by the service provider that operates the
analysis system, the service provider can develop and main-
tain its own single interface (for example, for its analysis
system) to the organization’s data. In some implementations,
the analysis system will be able to access the full range of the
organization’s data at will (i.e., at any time) within the bounds
of any information security policies specified by the organi-
zation. The analysis system can then proactively provide
business intelligence back to the organization over time as the
analysis is performed on an ongoing basis. Here, actions
performed proactively are done at times determined by the
analysis system, rather than on request by another entity such
as a user.

A data store is a facility that retains and provides access to
data. Data is any representation of information that can be
stored, displayed, and processed by a computer system. Gen-
erally, most or all of the data resident on a data store is
accessible in the same way. For example, those with access to
the data will use the same technique or interface to access
different portions of the stored data. The data store itself may
be a collection of many storage devices (e.g., hard drives,
solid state storage units, or other types of devices) and may be
made up of many computer systems, and the computer sys-
tems may be located at multiple physical locations, but the
data store itself functions as a single unit.

FIG. 1 shows an example of a data storage facility 102 (i.e.,
adata store as described above) operated by a service provider
104 that stores data 106 belonging to a client entity 108. The
data 106 can be data of many types and originating from many
types of data storage and processing systems. For example,
the data 106 can be e-mail messages and attachments, text
documents, spreadsheets, databases, images, audio, video, or
any other kind of data. The data 106 may originate from
e-mail systems, payroll systems, human resources records,
and other sources of data used by the client entity 108. Thus,
the data 106 could originate from multiple proprietary data
systems, but then can be transferred to the data storage facility
102, which is a single system capable of storing and process-
ing data originating from multiple kinds of data systems. The
client entity 108 could use the data storage facility 102 to
store all of its data, and retain no data on any system other than
the data storage facility 102.

Here, the client entity 108 chooses to use the data storage
facility 102 in lieu of operating its own data processing and
storage facilities. For example, the service provider 104 can
be an information technology company or other organization
that manages data storage and processing facilities for other
organizations, and the client entity 108 can be a company or
other organization that has hired the service provider 104 to
maintain (and in some cases process) the data 106 for the
client entity 108. Although the data storage facility 102 is
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described in terms of data storage, the data storage facility
102 generally also performs data processing tasks as well. As
described herein, the data storage facility 102 can operate
software applications and other executable programs to pro-
cess data on behalf of the service provider 104 (e.g., to per-
form business intelligence analysis) and to process data on
behalf of the client entity 108 (e.g., to run software applica-
tions used by the client entity to modify its data). In some
examples, the data storage facility 102 may have more
resources dedicated to data processing than dedicated data
storage. In FIG. 1, the boundary between the resources of the
service provider 104 and the resources of the client entity 108
is indicated by a dashed line 109. Here, “resources” can mean
computer systems, human beings using the computer sys-
tems, or other resources. Usually, when it is said here that the
service provider 104 or the client entity 108 takes an action, it
is one or more of the resources of the respective entity that is
taking the described action.

In some examples, the data storage facility 102 may be a
computing device such as a server, or the data storage facility
102 may be a distributed system including multiple servers,
or the data storage facility 102 may be any other kind of
system that can store, send, and receive data. Because the
service provider 104 operates the data storage facility 102, the
data storage facility 102 may be located at a physical location
under the control of the service provider 104, rather than
located at a physical location under the control of the client
entity 108. If the data storage facility 102 is a distributed
system including multiple servers, the data storage facility
102 may be located at several physical locations under the
control of the service provider 104, or the client, or a combi-
nation of the two. In some examples, the data storage facility
102 or portions of the data storage facility 102 could be
located at one or more physical locations that are hundreds or
thousands of miles away from any resource of the client entity
104.

In some implementations, a portion of the data storage
facility 102 may be operated by an entity other than the
service provider 104. For example, the service provider 104
may hire a subcontractor to maintain a portion of the data
storage facility 102. In some implementations, the service
provider 104 has control over the entire data storage facility
102 including portions operated by another entity.

In some implementations, the service provider 104 and the
client entity 108 both have access to the data 106 stored by the
data storage facility 102. The data storage facility 102 is
accessible to the client entity 108 using a network 110. The
network 110 can be a public network shared with entities
other than the service provider 104 and the client entity 104.
For example, the network 110 could be the Internet, which is
accessible to millions of entities worldwide and carries data
sent and received by the millions of entities. A network 110 is
any mechanism by which multiple discrete computer systems
can communicate amongst themselves. From the perspective
of'auser 112 associated with the client entity 108, the data 106
stored by the data storage facility 102 is fully accessible in the
same or a similar manner as if the data 106 were stored by a
facility client entity 108. Further, even if the data 106 origi-
nated at different distinct systems operated by the client entity
108, the data 106 resides on a single system in the form of the
data storage facility 102. Going forward, the user 112 has
access to the data 106 in the same manner as the user 112 had
before the data 106 was transferred to the data storage facility
102, even though the data storage facility 102 is accessible
using the network 110 rather than accessible locally to the
user 112.
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For example, if the client entity 108 is a business and the
user 112 is an employee of the client entity 108, then the user
112 has full and complete access to the data that he uses over
the course of performing his regular duties as an employee.
Further, the user 112 has access to the data 106 from any
location that has access to the network 110. The data storage
facility 102 provides the user 112 (and other resources asso-
ciated with the client entity 108) with complete access to any
of the data 106, within any authorization or security con-
straints established by the client entity 108 for its users. Here,
“complete access” constitutes the ability for a user 112 to
read, write, and update data stored, on behalf of the client
entity 108, at the data storage facility 102 without limitation
imposed by the service provider 104. Because the user 112
accesses data using the network 110, the user 112 may not be
aware that the data that he accesses is stored by a data storage
facility 102 under control of the service provider 104.

In some implementations, the resources of the client entity
108 do not have full access to the data 106. For example, the
data 106 provided by the client entity 108 may be restricted by
security policies, regulatory regimes, or other restrictions.
The resources of the client entity 108 may be prevented from
performing certain actions on the data such as encrypting and
decrypting the data. The resources of the client entity 108 may
be prevented from deleting data which is governed by a
records retention policy requiring that data not be deleted for
a period of time. The data storage facility 102 may be con-
figured to enforce security policies, regulatory regimes, or
other restrictions.

In some examples, the service provider 104 also has access
to the data 106 stored on the data storage facility 102 on
behalf of the client entity 108. In some cases, the service
provider 104 can read the data 106 without any restrictions
(i.e. so that the service provider 104 may analyze the data at
will). In some implementations, the client entity 108 may
establish security settings for its data that exclude the service
provider 104 from reading some portion of the data 106. In
some implementations, the service provider 104 has the same
complete access to the data 106 as does the client entity 108.
In some implementations, the service provider 104 only has
access that enables the service provider 104 to read the data
106, but not write or update the data 106. These restrictions
may be technologically enforced, policy-based and organiza-
tionally enforced, or both.

The service provider 104 can use its access to the data 106
stored on the data storage facility 102 on behalf of the client
entity 108 to analyze the data 106. For example, the service
provider 104 can perform an analysis directed to extracting
business intelligence for the client entity 108 based on the
data 106 of the client entity 108. Generally, business intelli-
gence is an evaluation of the operations of a business or other
organization and can provide information about the organi-
zation, for example, insight on the organization’s internal
processes. In some implementations, business intelligence is
determined by examining an organization’s data over time on
anongoing basis. For example, the way in which data changes
over time can provide insight on the organization’s ongoing
processes. Business intelligence technology includes the col-
lection of large amounts of data and the extraction of key facts
and inferences from that data.

Except during rare instances of outages, the network 110
serves as a conduit for a user 112 of the client entity 108 to
access the data 106 on demand at any time (e.g., 24 hours a
day, 7 days a week). The client entity’s access to the data is not
limited in time by this arrangement. Further, the service pro-
vider 104 also has access to the data 106 at all times, which
allows the data storage facility 102 to perform analyses on the
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data 106 at any time for arbitrary time periods (chosen by the
service provider 104) without interruption. Any configuration
of limitations on the service provider 104 and on the client
entity 108 is also possible.

The analysis of the data 106 can be performed by business
intelligence applications 114 operating in association with
the data storage facility 102. The business intelligence appli-
cations 114 are enabled to access the data 106 by the data
storage facility 102. In some implementations, the business
intelligence applications 114 may be applications operating
within the environment of the data storage facility 102. For
example, if the data storage facility 102 is a computer system
such as a server or collection of servers, the business intelli-
gence applications 114 may be applications that are stored on
the computer system and are executed by the computer sys-
tem. In some implementations, the business intelligence
applications 114 are executed by a system other than the data
storage facility 102. The business intelligence applications
114 may include applications that analyze communications
of members of an organization (e.g., employees), applica-
tions that analyze quality of work product of members of an
organization, applications that analyze compliance with orga-
nization policies such as security policies or regulatory poli-
cies, applications that analyze efficiency of an organization’s
operations, as well as many other types of applications. The
applications can be general purpose applications used by any
organization or the applications can be custom-tailored appli-
cations specific to an organization.

The business intelligence applications 114 produce output
in the form of business intelligence reports 116. The business
intelligence reports 116 present an analysis of the data 106 in
a form useful to a human reader. For example, the business
intelligence reports 116 can be provided by the business intel-
ligence applications 114 on a regular basis to one or more
individuals (for example, one of the users 112) associated
with the client entity 108. For example, the individuals may
be officers of the organization such as executives of a corpo-
ration, or the individuals may be technicians of the organiza-
tion such as system administrators, or the individuals may be
system analysts of the organizations charged with improving
operations of the organization, or other types of people.

A user 112 associated with the client entity 108 can send
118 and receive 120 data to and from the data storage facility
102 by way of the network 110. In some implementations, the
data storage facility 102 functions as data storage used in
connection with executable applications (e.g., computer pro-
grams) that operate at the client entity 108, for example,
applications 121 operating on computer systems operated by
the client entity 108. The applications can access the data 106
stored by the data storage facility 102 in the same or similar
manner as if the data 106 were stored by a system operated by
the client entity 108. For example, the user 112 can execute a
word processing application at a local computer system and
use the word processing application to edit files stored by the
data storage facility 102. In some implementations, the data
storage facility 102 is also an execution environment for
applications 122. A user 112 associated with the client entity
108 can access applications 122 executed by the data storage
facility 102 to access and manipulate the data 106 stored by
the data storage facility 102. For example, one of the appli-
cations 122 can be an email application that executes at the
data storage facility 102, and the user 112 associated with the
client entity 108 can access the email application using a web
browser or other network-based user interface. Many other
arrangements of applications executing at either the service
provider 104 or client entity 108 are possible.
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The data 106 stored by the data storage facility 102 can
include any kind of data used by the client entity 108, for
example, email messages 128, database tables 130, docu-
ments 132, and voice messages 133 (voice recordings). In
some examples, the majority of the data 106 stored on behalf
of'a client entity 108 will be email messages 128 representing
communications between users of the client entity 108 and
attachments (e.g., documents) to the email messages 128.

The data 106 can also include metadata 134, which is data
describing attributes of other data. For example, metadata 134
can include attributes such as security attributes of data docu-
ments, e.g., which users of the client entity 108 have security
authorization to access certain documents or other data.
Metadata can also include indexing data and provenance data.
For example, the metadata can describe the origin of particu-
larpieces of data. If the data originated in another system such
as a proprietary data system, the metadata 134 may include
information describing the proprietary data system. In some
examples, the metadata 134 can also include information
about licensing and copyright, to support digital rights man-
agement mechanisms.

In some implementations, the data 106 may be altered by
the data storage facility 102 when data is received from the
client entity 108. For example, the data storage facility 102
may convert the data to a format or other arrangement used by
the data storage facility 102. In some examples, a collection
of data having the same type (e.g., a collection of email
messages) but having multiple formats (e.g., a collection of
email messages stored in formats used by multiple email
applications) may be converted to a single format. In some
implementations, the data 106 may be altered for security
reasons, for example, the data 106 may be scanned regularly
for viruses or other malicious content. The data may be
altered for other reasons, for example, normalization of char-
acter sets, translation of language, textual annotation of
speech or video, reformatting and indexing the data, relocat-
ing the data into a database system (e.g. to utilize search
capabilities of the database system), or other reasons.

The data storage facility 102 sends 124 and receives 126
data to and from the client entity 108 using the network 110.
The business intelligence applications 114 operating in asso-
ciation with the data storage facility 102 can send the business
intelligence reports 116 to the client entity 108 on a regular
schedule such as daily or hourly, or the business intelligence
reports 116 may be requested on demand by a user 112
associated with the client entity 108. The user 112 can also
send configuration data 136 to the data storage facility 102.
For example, the configuration data 136 can indicate a sched-
ule to receive the business intelligence reports 116, and the
configuration data 136 can indicate particular categories of
business intelligence data that the user 112 wishes to receive.
The configuration data 136 can also indicate events of interest
to the user 112 that will trigger the transmission of a business
intelligence report 116. For example, the ongoing analysis
performed by the business intelligence applications 114 may
identify patterns representative of security concerns. The
identification of such a pattern can trigger the transmission of
a business intelligence report 116 indicating the security con-
cerns to one or more users from the organization of the client
entity 108.

In some implementations, the data storage facility 102
contains data of multiple clients other than the client entity
108. For example, the service provider 104 may provide data
storage services to multiple business or other organizations,
and those organizations can have a relationship to the service
provider 104 of a type similar to the relationship between the
client entity 108 and the service provider 104 described
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above. Generally, the client entity 108 does not have access to
data stored by the data storage facility 102 on behalf of
entities other than the client entity 108. In some examples, the
data storage facility 102 generates business intelligence
reports 116 based on an analysis of the data 106 of the client
entity 108 and also based on an analysis of data of entities
other than the client entity 108. For example, the business
intelligence reports 116 based on multiple analyses in this
fashion may be done in an anonymous fashion, so that the
client entity 108 receiving the business intelligence reports
116 cannot identify that data ofthe other entities were used. In
some implementations, the business intelligence reports 116
may include information about how the operations of the
client entity 108 compare to operations of other entities in an
industry or field of the client entity 108, based on data stored
by the data storage facility 102 on behalf of other entities in
the same industry or field.

FIG. 2 shows a block diagram 200 of an interaction
between resources of the service provider 104 and resources
of'the client entity 108. Resources of the service provider 104
can access the data 106 stored on behalf of the client entity
108 by the data storage facility 102 using one interface 202,
and resources of the client entity 108 can access the data 106
stored on behalf of the client entity 108 by the data storage
facility 102 using another interface 204. Each interface 202,
204 is a mechanism that provides a certain level of access to
the data 106 under a defined set of protocols. For example, an
interface may provide access to some portion of the data (or
all of the data), and may enable protocols usable to read the
data, modify the data, or augment the data (e.g., write new
data).

Generally, the interface 204 used by the client entity 108
provides the resources of the client entity 108 with complete
access to the data 106. For example, a user 112 associated
with the client entity 108 can use the interface 204 to read
from the data 106 or write to the data 106 at any time. For
example, the interface 204 may allow the user 112 to receive
a data file which the user 112 then modifies, and the interface
204 may then allow the user 112 to transmit the modified data
file back to the data storage facility 102. In some implemen-
tations, the interface 204 may serve as a portal for an execut-
able application operating at the client entity 108 to read from
and write to portions of a data file that resides permanently at
the data storage facility 102. The interface 204 used by the
client entity 108 can serve as a single, integrated point of
access to the data 106 for the client entity 108.

The interface 202 used by the service provider 104 pro-
vides the resources of the service provider 104 with a degree
of'access to the data 106. In some implementations, the ser-
vice provider 104 has complete access to the data 106 and can
read and write any of the data 106. In some implementations,
the service provider 104 can read the data 106 but generally
cannot write to the data 106. For example, if a resource of the
service provider 104 only accesses the data 106 to perform an
analysis on the data, then the service provider 104 will not
need access sufficient to modify the data 106. A business
intelligence application 206 operating in association with the
data storage facility 102 can use the interface 202 to read from
the data 106 when performing an analysis on behalf of the
client entity 108. The interface 202 used by the service pro-
vider 104 can serve as a single, integrated point of access to
the data 106 for the service provider 104.

In some implementations, each interface 202, 204 is an
application programming interface (API). An API specifies a
set of functions that an operator of the interface can use to
access resources exposed by the API. For example, each
interface 202, 204 may specify functions usable to read data
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and other functions usable to write data. In some implemen-
tations in which each interface 202, 204 is an API, each
interface may specify functions each directed to a different
data format. For example, the interface may specify functions
usable to read and write email messages, and the interface
may also specify functions usable to read and write database
tables. In some implementations, the interface may specify
functions usable by particular types of executable applica-
tions. For example, each interface 202, 204 may specify func-
tions usable by web-based applications. The interface may
also specify functions that read and write generic objects,
such as MIME objects, which may contain any kind of data.
The interface may also include authentication information at
any or every stage of a data exchange, for example, to verify
that the interface 202, 204 is being used by the respective
entity for which it is intended.

Generally, each interface 202, 204 is provided and main-
tained by the service provider 104. For example, each inter-
face 202, 204 may be a resource that resides on the data
storage facility 102 and has functionality chosen by the ser-
vice provider 104. Because the service provider 104 chooses
the functionality of the interface 202 that the service provider
104 itself uses to access the data 106, technical limitations of
the interface 202 do not pose an obstacle to resources of the
service provider 104 that access the data 106. For example, a
business intelligence application 206 that analyses the data
106 can operate under the application’s full range of func-
tionality related to data analysis in a way that is not limited by
features of the interface 202. The functionality of the interface
202 can be tailored to the functionality of the business intel-
ligence application 206. The interface 202 can be configured
to provide any kind of data to the business intelligence appli-
cation 206 and in any form the business intelligence applica-
tion 206 uses.

FIG. 3 shows an example of a business intelligence report
300. In this example, the business intelligence report 300 is an
electronic message (e.g., an email) provided to a user of the
client entity. The business intelligence report 300 presents
results of an analysis of data 106 stored by a data storage
facility 102 on behalf of a client entity 108 (FIG. 1). Because
the data storage facility serves as the primary data storage
mechanism for the client entity, the analysis represented in
the business intelligence report 300 can be comprehensive. In
other words, the business intelligence report 300 can describe
information relating to any aspect of operations of the client
entity that are discoverable by data analysis.

The business intelligence report 300 includes analysis
summaries 302a-g, each indicating a result of analysis (e.g.,
performed by a business intelligence application such as the
business intelligence application 114 shown in FIG. 1). The
business intelligence report 300 also includes a link 306 to a
configuration facility that allows a user to identify which
types of analysis summaries he wishes to receive. For
example, the link 306 may allow the user to specify configu-
ration data 136 to be sent to the data storage facility 102 (FIG.
1). In some implementations, the user can indicate a specified
period of time over which an analysis is to be performed. For
example, the user may wish to receive weekly analysis sum-
maries, which can indicate the result of an analysis of the past
week’s data (e.g., data that is new or has been updated as of
the past week). In some implementations, the user can specify
that he wishes to receive an analysis summary when certain
events occur. For example, a business intelligence application
can monitor characteristics of data undergoing analysis and
identify events that the user has identified as priority events.
An example of a priority event may be an event that indicates
an information security concern. In this way, the business
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intelligence report 300 can be provided in a proactive manner,
whereby an analysis is provided to a user associated with the
client entity at times determined as appropriate based on the
results of the analysis and the user’s preferences for receiving
information.

In some implementations, a business intelligence report
300 can include a word cloud 308 that indicates particular
words that appear frequently in the data used in the generation
of'the business intelligence report 300 or have otherwise been
determined to be relevant to the data used in the generation of
the business intelligence report 300. In some examples, words
in the word cloud 308 can be sized according to frequency.
For example, words that appear most frequently can be dis-
played larger than words that appear less frequently.

One analysis summary 302a provides information about
employee communication patterns. Here, the analysis sum-
mary 302a indicates that employees may be preparing to
leave the company. For example, the analysis summary 302a
may have been compiled based on electronic message (i.e.
email) data available on the data storage facility. The analysis
summary 302¢a includes a link 304 that a user can access to
view details of the analysis. For example, the link 304, when
accessed by a user, may present details about how the analysis
was performed, details about results of the analysis, provi-
sions for the user to adjust the type of analysis performed, and
other details.

One analysis summary 3025 provides information about
employee discussion topics. Here, the analysis summary
3025 indicates that employee discussion topics have changed
in the last week. For example, the analysis summary 3025
may have been compiled based on electronic message (i.e.
email) data available on the data storage facility.

One analysis summary 302¢ provides information about
employee communication patterns. Here, the analysis sum-
mary 302¢ indicates that certain employees might be engaged
in illicit behavior. For example, the analysis summary 302¢
may have been compiled based on electronic message (i.e.
email) data available on the data storage facility.

One analysis summary 302d provides information about
employee communication rates. Here, the analysis summary
3024 indicates that certain employees have communicated
substantially less in the last week but have not taken vacation
days, implying that they may not be operating at full capacity.
For example, the analysis summary 3024 may have been
compiled based on electronic message (i.e. email) data avail-
able on the data storage facility.

One analysis summary 302e provides information about
employee document security. Here, the analysis summary
302¢ indicates that one employee has possession of a large
number of proprietary documents compared to the average,
indicating that the employee may be an information security
hazard point. For example, the analysis summary 302¢ may
have been compiled based on document metadata (i.e. data
about data documents) available on the data storage facility.

One analysis summary 302f provides information about
records retention rule compliance. Here, the analysis sum-
mary 302findicates that the analysis has identified two more
incidents of questionable compliance with the records reten-
tion rules, indicating a possible compliance concern. For
example, the analysis summary 302/ may have been compiled
based on document metadata (i.e. data about data documents)
available on the data storage facility, and based on changes
made to the data available on the data storage facility.

One analysis summary 302g provides information about
organizational communication patterns. Here, the analysis
summary 302g indicates that new ways of visualizing the
organizational communication patterns are available for
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viewing. For example, the analysis summary 302g may have
been compiled based on electronic message (i.e. email) data
available on the data storage facility, and based on changes
made to the data available on the data storage facility.

Other types of analysis summaries are possible. In some
examples, an analysis summary can provide information
about relevance among communications between users (e.g.,
communications between employees of a company or orga-
nization). For example, when a user composes a new com-
munication, such as an email (e.g., one of the email messages
128 shown in FIG. 1), content of the new communication can
be used to identify and make the user aware of other infor-
mation (such as archived communications stored by the data
storage facility 102) that relates to the content of the new
communication. For example, a search engine resident on the
data storage facility 102 can use content of a new email in
formulating an implicit search key to find other related
archived emails stored by the data storage facility 102. The
other related archived emails can be presented to a user by
way of an analysis summary in a business intelligence report
300, and the user may find that the pertinent archived com-
munications contain information useful to the user even
though the user might not have otherwise known they existed
and were available to him. More information about determin-
ing relevance among communications can be found in U.S.
patent application Ser. No. 13/044,842, titled “Enhancing
Communication,” which is hereby incorporated by reference
in its entirety.

FIG. 4 shows a flowchart of an example process 400 that a
data storage facility 102 (FIG. 1) can use to receive data from
aclient entity (402), provide access to the data (404, 406), and
provide an analysis to the client entity (408).

At stage 402, the data storage facility 102 receives data
from a client entity (e.g., client entity 108 shown in FIG. 1).
The data is received on an ongoing basis because the data
storage facility 102 serves as the primary data storage mecha-
nism for the client entity. At any time that the data storage
facility 102 stores received data, the data storage facility 102
provides access to the data by way of an interface 204 (FIG.
2). The data storage facility 102 provides this access at stage
404. Data can be received at stage 402 at any time on an
ongoing basis.

Once the data storage facility 102 has received data from
the client entity, at stage 406, the data storage facility 102
provides access to the data to business intelligence applica-
tions (e.g., business intelligence applications 114 shown in
FIG.1). The data storage facility 102 can provide access to the
data by way of an interface 202 (FIG. 2). The business intel-
ligence applications 114 perform analyses ofthe data at times
chosen by the business intelligence applications 114. At stage
408, the business intelligence applications 114 provide
results of the analysis to the client entity from which the data
originated. For example, the results can be provided in the
form of electronic messages (e.g., business intelligence
reports 300 shown in FIG. 3). The results can be provided at
any time on an ongoing basis. Stages 406 and 408 can occur
in parallel with stages 402 and 404.

FIG. 5 is a block diagram of an example computer system
500 that forms one of the systems of the network that is
engaged in completing a task. For example, referring to FIG.
1, the data storage facility 102 or a server forming a portion of
the data storage facility 102 could be an example of the
system 500 described here. The system 500 includes a pro-
cessor 510, a memory 520, a storage device 530, and an
input/output device 540. Each of the components 510, 520,
530, and 540 can be interconnected, for example, using a
system bus 550. The processor 510 is capable of processing
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instructions for execution within the system 500. In some
implementations, the processor 510 is a single-threaded pro-
cessor. In some implementations, the processor 510 is a
multi-threaded processor. In some implementations, the pro-
cessor 510 is a quantum computer. The processor 510 is
capable of processing instructions stored in the memory 520
or on the storage device 530. The processor 510 may execute
applications such as the business intelligence applications
114 shown in FIG. 1 or the business intelligence application
206 shown in FIG. 2.

The memory 520 stores information within the system 500.
In some implementations, the memory 520 is a computer-
readable medium. In some implementations, the memory 520
is a volatile memory unit. In some implementations, the
memory 520 is a non-volatile memory unit.

The storage device 530 is capable of providing mass stor-
age for the system 500. In some implementations, the storage
device 530 is a computer-readable medium. In various difter-
ent implementations, the storage device 530 can include, for
example, a hard disk device, an optical disk device, a solid-
date drive, a flash drive, magnetic tape, or some other large
capacity storage device. For example, the storage device may
store long-term data, such as the data 106 stored on behalf of
the client entity 108 as shown in FIG. 1. The input/output
device 540 provides input/output operations for the system
500. In some implementations, the input/output device 540
can include one or more of a network interface devices, e.g.,
an Ethernet card, a serial communication device, e.g., an
RS-232 port, and/or a wireless interface device, e.g., an
802.11 card, a 3G wireless modem, a 4G wireless modem, or
a carrier pigeon interface. A network interface device allows
the system 500 to communicate, for example, transmit and
receive data such as data 106 as shown in FIG. 1. In some
implementations, the input/output device can include driver
devices configured to receive input data and send output data
to other input/output devices, e.g., keyboard, printer and dis-
play devices 560. In some implementations, mobile comput-
ing devices, mobile communication devices, and other
devices can be used.

A server (e.g., a server forming a portion of the data storage
facility 102 shown in FIG. 1) can be realized by instructions
that upon execution cause one or more processing devices to
carry out the processes and functions described above, for
example, sending and receiving data and compiling business
intelligence reports 300 (FIG. 3). Such instructions can com-
prise, for example, interpreted instructions such as script
instructions, or executable code, or other instructions stored
in a computer readable medium. A data storage facility 102
can be distributively implemented over a network, such as a
server farm, or a set of widely distributed servers or can be
implemented in a single virtual device that includes multiple
distributed devices that operate in coordination with one
another. For example, one of the devices can control the other
devices, or the devices may operate under a set of coordinated
rules or protocols, or the devices may be coordinated in
another fashion. The coordinated operation of the multiple
distributed devices presents the appearance of operating as a
single device.

Although an example processing system has been
described in FIG. 5, implementations of the subject matter
and the functional operations described above can be imple-
mented in other types of digital electronic circuitry, or in
computer software, firmware, or hardware, including the
structures disclosed in this specification and their structural
equivalents, or in combinations of one or more of them.
Implementations of the subject matter described in this speci-
fication, such as software for analyzing data to determine
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business intelligence (e.g. business intelligence applications
114 shown in FIG. 1), can be implemented as one or more
computer program products, i.e., one or more modules of
computer program instructions encoded on a tangible pro-
gram carrier, for example a computer-readable medium, for
execution by, or to control the operation of, a processing
system. The computer readable medium can be a machine
readable storage device, a machine readable storage sub-
strate, a memory device, a composition of matter effecting a
machine readable propagated signal, or a combination of one
or more of them.

The term “system” may encompass all apparatus, devices,
and machines for processing data, including by way of
example a programmable processor, a computer, or multiple
processors or computers. A processing system can include, in
addition to hardware, code that creates an execution environ-
ment for the computer program in question, e.g., code that
constitutes processor firmware, a protocol stack, a database
management system, an operating system, or a combination
of one or more of them.

A business intelligence application 114 or other applica-
tions 121, 122 (FIG. 1) could be examples of computer pro-
grams executing on a system. A computer program (also
known as a program, software, software application, script,
executable logic, or code) can be written in any form of
programming language, including compiled or interpreted
languages, or declarative or procedural languages, and it can
be deployed in any form, including as a standalone program
or as a module, component, subroutine, or other unit suitable
for use in a computing environment. A computer program
does not necessarily correspond to a file in a file system. A
program can be stored in a portion of a file that holds other
programs or data (e.g., one or more scripts stored in a markup
language document), in a single file dedicated to the program
in question, or in multiple coordinated files (e.g., files that
store one or more modules, sub programs, or portions of
code). A computer program can be deployed to be executed
on one computer or on multiple computers that are located at
one site or distributed across multiple sites and intercon-
nected by a communication network.

Computer readable media suitable for storing computer
program instructions and data include all forms of non-vola-
tile or volatile memory, media and memory devices, includ-
ing by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks or magnetic
tapes; magneto optical disks; and CD-ROM and DVD-ROM
disks. The processor and the memory can be supplemented
by, or incorporated in, special purpose logic circuitry. Some-
times a server (e.g, forming a portion of a data storage facility
102) is a general purpose computer, and sometimes it is a
custom-tailored special purpose electronic device, and some-
times it is a combination of these things. Implementations can
include a back end component, e.g., a data server, or a middle-
ware component, e.g., an application server, or a front end
component, e.g., a client computer having a graphical user
interface or a Web browser through which a user can interact
with an implementation of the subject matter described is this
specification, or any combination of one or more such back
end, middleware, or front end components. The components
of the system can be interconnected by any form or medium
of digital data communication, e.g., a communication net-
work. Examples of communication networks include a local
area network (“LAN™) and a wide area network (“WAN”),
e.g., the Internet.

Certain features that are described that are described above
in the context of separate implementations can also be imple-
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mented in combination in a single implementation. Con-
versely, features that are described in the context of a single
implementation can be implemented in multiple implemen-
tations separately or in any sub-combinations.

The order in which operations are performed as described
above can be altered. In certain circumstances, multitasking
and parallel processing may be advantageous. The separation
of system components in the implementations described
above should not be understood as requiring such separation.

Other implementations are within the scope of the follow-
ing claims.

The invention claimed is:
1. An apparatus comprising:
a data storage system associated with a provider entity and
storing data on behalf of a client entity, the data being
accessible from the data storage system by the client
entity;
adata interface enabling access by the provider entity to the
data of the data storage system; and
an analysis engine comprising a processor and memory
maintained by the provider entity to, at discrete intervals
determined by the analysis engine:
access the data using the data interface,
identify, among the data, electronic communications at
least some of which each include data identifying a
sender or a receiver, the sender or receiver being an
individual associated with the client entity,
analyze the data, including:
identifying one or more words or phrases that occur in
one or more of the electronic communications and
meet a threshold frequency of occurrence, and

comparing the identified words or phrases to one or more
words or phrases occurring in electronic communica-
tions analyzed by the analysis engine at multiple pre-
vious discrete intervals, and

at times determined based on the results of the analysis and
the user’s preferences for receiving information, gener-
ate results of the analysis to the client entity, the results
indicating a characteristic of at least one of the individu-
als associated with the client entity, the characteristic
being related to at least one of the identified words or
phrases.

2. The apparatus of claim 1 comprising a client interface to
enable the access to the data of the data storage system by the
client entity.

3. The apparatus of claim 1 comprising a client interface to
receive updates of the data from the client entity.

4. The apparatus of claim 1 in which the analysis is per-
formed based on preferences of the client entity.

5. The apparatus of claim 1 in which the analysis is per-
formed on a subset of the data that is associated with a speci-
fied period of time.

6. The apparatus of claim 1 in which the analysis comprises
an identification of patterns in the data.

7. The apparatus of claim 1 in which the data received from
the client entity comprises electronic messages.

8. The apparatus of claim 1 in which the results are pro-
vided to the client entity in electronic messages.

9. The apparatus of claim 1 in which the results are pro-
vided to the client entity at times based on characteristics of
the results.

10. The apparatus of claim 9 in which the characteristics of
the results comprise an event identified by the analysis engine
as a priority event.

11. The apparatus of claim 1 in which the data storage
system stores data received from a second client entity.
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12. The apparatus of claim 11 in which the data received
from the client entity is not accessible to the second client
entity.

13. The apparatus of claim 11 in which the analysis engine
generates the results partially based on an analysis of the data
received from the second client entity.

14. The apparatus of claim 1 in which the provider entity is
independent of the client entity.

15. The apparatus of claim 1 in which the client entity
comprises a commercial enterprise.

16. The apparatus of claim 1 in which the results are gen-
erated based on two instances of data analysis each performed
at two different times.

17. The apparatus of claim 1 in which the data is accessible
from the data storage system by the client entity on a network
shared with entities other than the client entity and the pro-
vider entity.

18. The apparatus of claim 1 comprising:

a client interface enabling access to the data of the data
storage system by the client entity, the results of the
analysis being determined based on preferences of the
client entity and provided to the client entity by the client
interface at times determined by the analysis engine
based on characteristics of the analysis.

19. The apparatus of claim 1, the data being accessible
from the data storage system by the provider entity at times
determined by the provider entity for the provider entity to
perform continuous analysis of the data with permission of
the client entity.
20. The apparatus of claim 1, comprising:
a software interface maintained by a provider entity and
providing access to the provider entity to data stored by
a data storage system on behalf of a client entity,

wherein the extent of the access is tailored to applications
that access and analyze the data at times determined by
the provider entity.

21. The apparatus of claim 1 in which the discrete intervals
each correspond to one or more measures of time.

22. The apparatus of claim 1 in which the threshold fre-
quency of occurrence is determined based on previous occur-
rences of the words or phrases.

23. The apparatus of claim 1 comprising a processor and
memory.

24. A method comprising:

at a provider entity:

storing data on a data storage system on behalf of a client
entity, the data being accessible from the data storage
system by the client entity;

identifying, among the data, electronic communications at
least some of which each include data identifying a
sender or a receiver, the sender or receiver being an
individual associated with the client entity;

analyzing the data at discrete intervals, including:

identifying one or more words or phrases that occur in one
or more of the electronic communications and meet a
threshold frequency of occurrence, and

comparing the identified words or phrases to one or more
words or phrases occurring in electronic communica-
tions analyzed at multiple previous discrete intervals;
and

at times determined by the provider, generating results of
the analysis for use by the client entity at times deter-
mined based on the results of the analysis and the user’s
preferences for receiving information, the results indi-
cating a characteristic of at least one of the individuals
associated with the client entity, the characteristic being
related to at least one of the identified words or phrases.
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25. The method of claim 24 in which the analysis is per-
formed based on preferences of the client entity.

26. The method of claim 24 in which the analysis com-
prises an identification of patterns in the data.

27. The method of claim 24 in which the results are pro-
vided to the client entity at times based on characteristics of
the results.

28. The method of claim 24 in which the results generated
based on two instances of data analysis each performed at two
different times.

29. The method of claim 24 in which the data is accessible
from the data storage system by the client entity on a network
shared with entities other than the client entity and the pro-
vider entity.

30. The method of claim 24 comprising:

receiving, from the client entity, data of distinct data sys-

tems associated with the client entity;

processing the data from the distinct data systems for stor-

age on the data storage system; and

enabling access by the client entity to the processed data

and by an analysis engine associated with the data stor-
age system.

31. The method of claim 30 in which the data of at least one
of the distinct data systems is formatted in a data format
proprietary to the respective distinct data system.

32. The method of claim 30 in which the data of one of the
data systems is formatted in a first data format and the data of
another of the data systems is formatted in a second data
format.

33. The method of claim 30 in which the access by the
client entity to the processed data is enabled by a single
interface to the data.

34. The method of claim 30 in which the data storage
system comprises a plurality of coordinated physical com-
puter systems.

35. The method of claim 24 comprising:

receiving, from the client entity, data of a plurality of data

systems;

processing the data foruse by applications executing on the

data storage system and for analysis by an analysis
mechanism associated with the data storage system; and
enabling access by the client entity to the applications.

36. The method of claim 35 in which at least one of the
applications stores data in a first data format and data of at
least one of the data systems is formatted in a second data
format.

37. The method of claim 35 in which the single data storage
system comprises a plurality of coordinated physical com-
puter systems.
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38. The method of claim 24 comprising:

receiving, from the client entity, data of distinct data sys-

tems associated with the client entity;
processing the data from the distinct data systems for stor-
age on the data storage system and for use by applica-
tions executing on the data storage system; and

enabling access by the client entity to the processed data
and the applications, and

enabling access by an analysis engine associated with the

data storage system to the processed data.

39. The method of claim 38 in which the access to at least
some of the processed data is provided using at least one of the
applications.

40. The method of claim 38 in which the single data storage
system comprises a plurality of coordinated physical com-
puter systems.

41. The method of claim 24 comprising:

performing the ongoing analysis of the data based on pref-

erences of the client entity, the data being accessed at a

plurality of times determined by the provider entity; and
delivering the results to the client entity at times based on
characteristics of the results.

42. A computer-readable storage device having instruc-
tions stored thereon that, when executed by the computer
system, instruct the computer system to carry out operations
including:

storing data, on behalf of a client entity, on a data storage

system associated with a provider entity, the data being
accessible from the data storage system by the client
entity; and

identifying, among the data, electronic communications at

least some of which each include data identifying a
sender or a receiver, the sender or receiver being an
individual associated with the client entity;

analyzing the data at discrete intervals, including:

identifying one or more words or phrases that occur in one

or more of the electronic communications and meet a
threshold frequency of occurrence, and

comparing the identified words or phrases to one or more

words or phrases occurring in electronic communica-
tions analyzed at multiple previous discrete intervals;
and

at times determined by the provider and generate results of

the analysis for use by the client entity at times deter-
mined based on the results of the analysis and the user’s
preferences for receiving information, the results indi-
cating a characteristic of at least one of the individuals
associated with the client entity, the characteristic being
related to at least one of the identified words or phrases.

#* #* #* #* #*
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