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1
ENHANCING COMMUNICATION

BACKGROUND

This description relates to enhancing communication.

Web-based email messaging, for example, can be
enhanced by displaying to an email user advertisements or
links that have been inferred to be related to the content of
received or sent emails that are simultaneously being dis-
played to the user.

In enterprise-controlled email messaging, for example,
messages are sometimes threaded so that a user to whom one
message 1s being displayed 1s also told about the existence of
other related emails 1n the thread.

SUMMARY

The enhancing of communication that we describe here
may encompass one or more of the following (and other)
aspects, features, and implementations, and combinations of
them.

In general, 1n an aspect, from content of a communication
composed by a user, a strategy 1s inferred for selecting target
information related to the content. The strategy 1s used to
select target information from a body of target information.
And information about the selected target information 1s
reported to the user.

Implementations may include one or more of the following
teatures. The user may be given access to at least some of the
target information. The communication includes an emaail.
The strategy includes a database query. The body of target
information includes an archive. The body of target informa-
tion includes an email archive. The body of target information
includes an email archive maintained by or on behalf of a
private enterprise. The reporting occurs at regular intervals.
The regular intervals include daily intervals. The reporting
occurs as the user composes the communication. The report-
ing 1s updated as the user composes the communication. The
body of target information includes blogs, social network
communications, news articles, journal publications, and pat-
ents. The selected target information includes email messages
stored 1n a digital storage mechanism. The digital storage
mechanism includes at least one of an archive, a file, a mes-
sage store, or a database. The body of target information
includes documents. The selected target information includes
documents. Inferring the strategy includes analyzing textual
elements included 1n communication being composed by the
user. The selected target information 1s i1dentified as being
associated with security permissions with respect to the user,
a change 1n the security permissions 1s mediated to permit
reporting of the imnformation to the user. The change 1n the
security permissions includes giving the user access to the
selected target information associated with the security per-
missions. The change in the security permissions i1s time
limited. Mediating a change 1n the security permissions to
permit reporting of the information to the user includes
requesting an authorized party to grant access to the user. The
access grant 1s requested using a real-time communication
method including at least one of telephone and instant mes-
sage. The access grant 1s requested using an asynchronous
communication method including at least one of email and
voicemail.

In general, 1n an aspect, based on a permissions protocol
associated with users of a communication system or with
stored communications or with both users and stored com-
munications, a particular user may access stored communi-
cations belonging to users in conformity with the permissions
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protocol. The particular user 1s prevented from accessing
emails not 1n conformity with the permissions protocol.

Implementations may include one or more of the following
features. The permissions protocol defines a hierarchy of
users, and the particular user may access stored communica-
tions belonging to users below the particular user in the hier-
archy, and may not access stored communications belonging
to users above the particular user in the hierarchy. The per-
missions protocol defines groups of users of the communica-
tion system and permissions associated with stored commu-
nications. A particular wuser may access stored
communications belonging to users within a group to which
the particular user belongs.

In general, 1n an aspect, a user interface enables a user to
compose a communication, and, 1n connection with the com-
posing of the communication, information 1s reported to the
user that has been selected based on content included by the
user 1n the communication. The information 1s reported either
in real time as the user 1s composing the communication or on
a schedule related to the composing of the communication.

In general, 1n an aspect, in real time, as a user composes a
communication, reporting to the user about other information
that has been determined to relate to the user’s communica-
tion based on content that the user includes in composing the
communication.

In general, 1n an aspect, a user interface displays to a user
who 1s composing content for a communication that has not
yet been finished or sent, target information that has been
fetched from an archive and has been determined to relate to
content that appears in the portion of the communication that
has already been composed by the user. In some 1mplemen-
tations, the communication includes an email or a fax or a
voICe message.

These and other aspects, features, and implementations,
and combinations of them, may be expressed as apparatus,
methods, methods of doing business, means or steps for per-
forming functions, components, systems, program products,
and 1n other ways.

Other aspects, features, and advantages will be apparent
from the description and the claims.

DESCRIPTION

FIG. 1A 1s a block diagram of a system

FIG. 1B 1s a block diagram of an email system.

FIGS. 2A to 2C, 3, and 4 are emails.

FIG. SA 1s a diagram of an interaction.

FIG. 5B 1s an email.

FIG. 6 1s a diagram of a user hierarchy.

FIG. 7 1s a flowchart.

FIG. 8 1s a block diagram.

When a user composes a new communication, such as an
email, content of the new communication can be used to
identity and make the user aware of other information (such
as archived communications stored by the enterprise that
hosts the communication system) that relates to the content of
the new communication. For example, a search engine can
use content of a new email 1n formulating an 1implicit search
key to find other related archived emails. The user may find
that the pertinent archived communications contain informa-
tion usetul to the user even though the user might not have
otherwise known they existed and were available to him.

In some implementations, a list of pertinent archived com-
munications can be displayed 1n real-time as the user com-
poses the new communication. For example, the archived
communications can be shown in a sidebar window alongside
a new email being composed. The pertinent archived com-
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munications can also be compiled and provided to the user as
a digest on a schedule, such as daily or hourly.

Often, an organization-wide archive stores some of the
pertinent communications that may be shown to the user, but
the user’s access to the organization-wide archive may be
limited, because of 1ts volume, restrictions on access, or for
other reasons. For example, the user may have access to
archived communications written by himself and his peers
and subordinates, but not to archived communications written
by superiors. The search engine can identily pertinent com-
munications that the user does not have explicit access to and
then ask the owner of the access-limited communications (or
ask another authorizing party) to grant the user access only to
the pertinent access-limited communications. The search
engine could notify the user that the owner of an archived
communication has also done work (e.g., created a commu-
nication) relating to the communication that the user 1s com-
posing. Then, the user can follow up with the owner directly.

Thus, as shown 1n FIG. 1A, 1n a broad sense, in what we
describe here, there 1s a source communication or communi-
cations 1 composed or created or formed by a user or users 2.

The source communication has content 3. We sometimes
use the singular “communication” and the singular “user” to
refer also to the corresponding plurals, and likewise for other
words used here. There 1s a body or bodies of target informa-
tion 4 that may be considered or known or inferred to be
related to the content 1n the source communication. The con-
tent, or a portion of 1t, 1s used by a facility 5 as the basis for
identifying, searching, and/or fetching 7 the selected infor-
mation 6 from the bodies of target information that 1s related
to the source communications. The facility reports 8 to the
user 2 reported information about the selected information 6,
for example, links to that information or samples of the infor-
mation. The target information 4 1s provided by, obtained
from or located at one or more information sources 9.

In some examples, all of the elements shown in FIG. 1A are
under the control of a single organization or enterprise, such
as a corporation. In some examples, various combinations of
the elements are under the control of ditferent parties. In some
cases, for example, the information sources can include pub-
lic or private third-party sources, the users 2 could be any
people or processes located anywhere 1n the world, and the
facility 5 could be operated by a third-party, for example, for
a fee.

The respective timing of the activities represented in FIG.
1A can vary widely. For example, the composing of the
source communication by the user and the reporting of the
reported information back to the user can occur essentially in
real time. On the other hand, the reported information could
be sent back to the user at a later time. Also, although typically
the target information (or much of 1t) will have been archived
at a time prior to when the user 1s composing the source
communication, it 1s also possible for target information that
1s provided by information sources in real time also to be part
of the information reported back to the user.

We use the term communication very broadly to include,
for example, any mode, medium, method, means, or mecha-
nism that can be used to carry information (in 1ts broadest
sense) between or among people or processes. Generally, our
use of the term communication 1s not referring to the elec-
tronic medium by which a communication 1s carried, for
example by wire, wirelessly, or through a network, but rather
the form 1n which the communication i1s expressed and how it
1s captured 1n tangible form. Thus, the communication can be
captured, for example, by typing, by touching, by speaking,
by gesturing, or by behavior or conduct. The communication
can be captured 1n virtually any tangible (but typically elec-
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4

tronic) form, such as, for example, email, instant messages,
blog posts, social media content, memoranda, news articles,
videos, audio recordings, telephone calls, speeches, slide pre-
sentations, spreadsheets, word processing documents, or
reports, to name a few.

We use the term information in 1ts broadest sense. The
target information could be any kind of information in any
form stored 1n any way and in any place, for example, emails,
letters, reports, instant messages, blog posts, social media
content, memoranda, news articles, videos, audio recordings,
telephone calls, speeches, slide presentations, spreadsheets,
word processing documents, financial reports, accounting
information, data, databases, files, folders, repositories,
webpages, advertisements, trade material, engineering mate-
rials, and design materials, to name a few.

We use the term content to refer, for example, to any aspect,
feature, or element of any communication that could have
meaning or value or use for any of the users or for the facility
in 1ts work. Content could include, for example, letters,
words, phrases, sentences, numbers, 1images, video, graphics,
layout, sounds, and audio, and could include more abstract
meaning, for example, itent, concepts, plans, abstractions,
goals, wishes, models, characterizations, and a wide variety
of other abstractions.

We sometimes refer to the target information as being
archived. We use the term archived 1n a very broad sense to
refer, for example, to any information that has been stored,
held, placed 1n a repository, accumulated, aggregated, trans-
mitted, assembled, or remembered, regardless of the form,
location, timing, ownership, or other aspects of the archiving.

We sometimes refer to organizations, enterprises, or other
entities, and we mean these references to be considered very
broadly to include, for example, companies, employers, orga-
nizations, governments, and any other kind of entity.

We also sometimes refer to the owner of information. We
use the term owner to refer, for example, to any party that
owns, controls, leases, possesses, manages, or has charge of
the information.

We use the term composed, with reference to a source
communication, in the broadest sense to include, for example,
any act of creating, forming, assembling, authoring, or enter-
ing the communication.

We use the term related (and similar terms and phrases such
as “relevant to””) very broadly to include for example any kind
ol connection between content and source communications
and target information that may be reported to the users. The
relationship or connection could be, for example, that com-
mon content appears 1n the target information, or that the
target information 1s relevant to the content. The relationship
or connection could be the existence of content 1n the target
information that 1s objectively shared in common with the
content 1n the source communication. In some examples, the
relationship or connection could be inferred or determined by
analysis and relate to a more abstract association. For
example, the facility 5 could infer from the use of certain
words (such as market, sales, shoes, France) that the user 1s
interested in proposing new ways for an entity to increase 1ts
sales of shoes 1n Europe. Facility 5 then could search for and
select target information that would be of interest to the user
in that respect. Note that the facility 5 could look for target
information that 1s not only helpful to the user 1n performing
a task, but also achieves other results with respect to the user,
for example, motivating the user, or challenging the user, or
inspiring the user, or making her laugh, or altering her emo-
tional state, or inspiring her to take some action, or to not take
some action, among other things. In some examples, the
facility S could observe the informal communications of chil-
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dren/students and produce informal lessons tailored to be of
interest to them. For example, a student who plays a lot of

baseball might do better 11 his math story problems referred to
baseball.

In the description of the following specific example, we are
referring to an email system owned by an enterprise and used
by employees of the enterprise. Of course, there are a very
wide variety of other examples and implementations that fit
within the concepts being discussed here and the terms
described above.

In FIG. 1B, an email system 100 enables a user 102 to
become aware of (e.g., to have reported to her) related com-
munications such as other emails that have been composed by
other users who are employees of a common enterprise and
that have been archived by the enterprise. When the user 102
composes an email 104, an email server 106 can identify
other emails 108 that may be related to the user’s email 104
and provide information about the other emails 108 to the user
102. The email server 106 can perform this identification by
using contents of the email 104 as an implicit search key to
search a database 110 containing emails (e.g., some or all of
the emails stored by the user’s employer or other organiza-
tion) for other emails related to the email 104 that the user 102
1s composing. The other emails 108 (which are an example of
target information) may have been composed by users at
another entity such as another user 112, and so the user 102
may be unaware that the other emails 108 exist and that they
may relate to the email 104 that the user 102 1s composing.

In some implementations, the search functions are per-
formed by an email search server 107 operating 1n association
with the email server 106. For example, the email search
server 107 can be a specialized search machine that has access
to the database 110. The email search server 107 might reside
on the same computer system as the email server 106 or the
database 110 or the email search server 107 might stand on 1ts
own or even run on multiple machines. When we refer to
actions generally performed by the email server 106, the
actions could be performed more specifically by the email
search server 107.

When the email server 106 identifies the other emails 108
related to the email 104 that the user 102 1s composing, the
email server 106 can provide the other emails 108 or infor-
mation about the other emails 108 to the user 102. For
example, the email server 106 can provide a summary 114 of
the other emails 108, or links to them, and the user 102 can
choose to access some or all of the other emails 108 based on
the information provided in the summary 114.

The email server 106 (an example of a facility 5) can also
use content of the email 104 as a search key to search a
secondary database 116 containing communications or
sources of information other than emails. For example, the
secondary database 116 may contain information such as
blogs, social network communications, news articles, journal
publications, and patents (which are other examples of target
information). Any kind of secondary content database 116
containing or referencing text documents could be used, and
the secondary content database 116 could also contain non-
textual information 1f the email server 106 has the capability
to search non-textual information. The email server 106 may
have access to many such secondary content databases 116.
Some secondary content databases 116 may be available
locally to the email server 106 (for example, 1n a data storage
component of the server), or they may be accessible via a
network such as a local area network (LAN) or the Internet.
The secondary content database 116 and/or the facility $
could take the form of an Internet search engine.
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The database 110 and the secondary content database 116
can be any kind of database, for example, a digital storage
mechanism such as an archive, a file, or a message store.

FIG. 2A shows an example of an email interface 200
including an email 202 (an example of a source communica-
tion) being composed and a related content list 204 that 1s
being displayed (in real time as the email that 1s the source
communication 1s being composed) alongside the email 202.
The related content list 204 (an example of reported informa-
tion 8) represents search results of a search query inferred
from the content of the email 202. For example, the related
content list 204 could be provided by the email server 106
shown 1n FIG. 1B based on a search performed by the email
server 106 and could be sorted by relevance with the most
relevant items at the top of the list and less relevant items
tarther down the list. In the example shown, as the user (“John
Doe”) begins typing an email 202 to a colleague (“Mary
Roe”), the email intertace 200 provides the related content list
204 based on the content of the email 202. For example, some
related content 206a-2064d 1s other emails, and other related
content 206e-f 1s news articles. In some 1mplementations,
some of the related content 206a-206d 1s retrieved from a
content database (e.g., content database 110 shown 1n FIG.
1B) contaiming emails, and other related content 206e-f 1s
retrieved from a secondary content database (e.g., secondary
content database 116 shown in FIG. 1B) containing types of
information other than emails, for example, news articles.

In the example shown 1n FIG. 2A, the list 204 does not
include the tull content of each of the items of target infor-
mation. Only a relevant portion of the text of each email 1s
shown along with the date, author, and recipient of the email.
Of course, a wide variety of choices could be made about
what information to show, at what level, 1n what quantity, and
in what format.

In the example shown in FIG. 2A, the related content
206a-206f was 1dentified 1n a search performed using a search
query based on analyzing words included 1n the email 202
with the goal of finding content related to the email 202. For
example, two items of related content 206a-206¢ were 1den-
tified 1n a search and are related in part because they are also
emails between the user and the same colleague. Past emails
between the user and his colleague may share a topic or theme
with the email 202 that the user 1s now composing. Further,
the first 1item of related content 206a also includes the word
“think,” which 1s related to the word “thinking,” which
appears in the email 202. Also, the second 1tem of related
content 2065 includes the word “allies,” which 1s related to
the word “alliance,” which appears in the email 202. Farther
down on the related content list 204, three i1tems of related
content 2064-206f are related 1n part because the word “pro-
posed” 1s present 1n both the email 202 and the items of
related content 2064-206f.

As shown 1n FIG. 2B, as the user continues to compose the
email 202, the related content list 204 can be updated (in real
time while the user 1s composing) based on additional content
added to or changed in the email 202. Here, several of the
items 1n the related content list 204 have changed. One item of
related content 2065 has been moved to the top of the list. The
item of related content 2065 was previously included in the
list, but also includes the word “allies” 1n 1ts email subject
line, and so may be more relevant to the email 202 being
composed, which now contains the word “alliance.” Further,
new 1tems of related content 2062-2064 have appeared in the
related content list 204. The email 202 being composed now
contains a phrase identifying a specific business entity,
“DeathStar.com.” A mention in an email of this specific busi-
ness entity 1s likely to be relatively rare compared to the
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inclusion of generic words such as conventional English
words. Other communications i1dentifying the same specific
business entity are likely to be highly relevant to the email 202

being composed and so the new items of related content
2062-206% (both other emails 206¢-206; and news articles

2067-206%) all mention “DeathStar.com.”

As shown 1n FIG. 2C, as the user has written more of the
email 202, the related content list 204 1s further updated (in
this example, in real time) based on additional material added
to or changed 1n the email 202. In this example, the email 202
includes mention of another specific business entity, “Acme
Widgets.” Some 1tems of related content 2065, 206/ that
previously appeared in the related content list 204 are still
relevant and still appear 1n the list. New 1tems of related
content 206/-2060 have appeared in the related content list
204, each at least relating to the word “Acme” and thus likely
to be highly relevant to the content of the email 202. Also, two
of the 1items of related content 2067, 2060 are news articles
that relate to both the words “Acme” and “Deathstar.com.”
Here, the news articles mention a legal battle between the two
business entities. These items of related content 2067, 2060
are likely to be of interest to the user writing the email 202
given that he has mentioned both Acme and DeathStar.com
and 1s likely interested 1n news articles that discuss a relation-
ship between those two specific business entities.

FIG. 3 shows another email interface 300 including an
email 302 being composed and a related content l1st 304 being
displayed alongside the email, in a similar manner to the
email interface 200 shown in FIGS. 2A-2C. In this email
intertace 300, the user (“John Doe”) of the email interface 200
of FIGS. 2A-2C 1s composing a new email 302 based on the
information he learned from the related content list 204 of
FIG. 2C. In particular, the user learned about the legal battle
between the two business entities Acme and DeathStar.com.
In response to learning this information, the user 1s compos-
ing the new email 302 to a person (“Will B. Flexible”) on the
topic of the legal battle.

The related content list 304 1n this email iterface 300
shows some items of related content 206/, 206/-2060 that
previously appeared in the related content list 204 of the email
interface 200 shown 1n FIG. 2C. Because this email 302 has a
topic of a proposed alliance between business entities and
mentions the business entities “Deathstar.com” and “Acme,”
just like the email 202 shown in FIG. 2C, it 1s likely that
content that 1s related to one of the emails will also be related
to the other email, and so the same related content 206/,
206/-2060 appeared 1n the search for related content pre-
sented 1n the related content list 304 for this email 302. The
related content list 304 also shows, as an item of related
content 306a, the same email 202 that the user previously
composed discussing the business entities “Deathstar.com™
and “Acme” as shown in FIGS. 2A-2C.

In some 1mplementations, rather than display a real-time
related content list, the email server 106 (FIG. 1B) could
generate a related content list on a regular (or irregular)
schedule based on auser’s activity over a time interval such as
the previous day. FIG. 4 shows an email 402 received by the
user, “John Doe,” showing a related content list 404 embed-
ded 1n the email 402. The related content list 404 shows 1tems
of related content 406a-406¢ that have been 1dentified by the
email server as relevant or useful based on the emails that the
user sent and received 1n the previous day. In this example, 1f
many emails sent and recerved by the user over the course of
the previous day were related to the specific business entities
“Acme” and “Deathstar.org” (for example, the emails 202,
302 shown in FIG. 2C and FIG. 3), then the related content list
404 shows 1tems of related content 406a-406¢ that relate to
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either or both of “Acme” and “Deathstar.org.” The email 402
also provides a link 408 which the user can use to access
configuration options for the related content list 404. In some
examples, the user can configure how many items of related
content appear 1n the list and how often the related content list
1s compiled and sent to the user; the user can configure the
type(s) of data to be searched; the user can configure the size
of each short summary; the user can configure levels of
urgency/importance attached to different kinds of searches;
the user can choose to search only sent communications, or
received communications, or both; and the user can configure
whether or not results that are to be delivered asynchronously
should be sent by email, instant message, voice, fax, or postal
mail, or another communication method. These and combi-
nations of them, and other configuration opportunities can be
offered.

A content database such as the content database 110 shown
in FIG. 1B (or any other information source or body of target
information) may have content that 1s accessible to only some
users and not others. For example, referring to FIG. 1B, 1n an
email system 100, emails 108 sent or recerved by a user 112
may be associated with access permissions which permit only
that user 112 to access those emails 108 and do not permit
another user 102 to access those emails 108. However, those
emails 108 may be related to an email 104 that the other user
102 1s composing. If the other user 102 1s using an email
system that provides access to related content (for example,
the related content lists 204, 304, 404 of FIG. 2A-FIG. 4),
then the email system 100 can provide the other user 102 with
access to the emails 108 associated with access permissions 1f
the email system 100 gains authorization to provide such
access.

In some implementations, the email server 106 of the email
system 100 can request permission from the user 112 having
access to emails 108 to allow the other user 102 to access the
emails 108. FIG. SA shows an example interaction 500 for
requesting email access permissions. The email server 106
has determined than an access-restricted email 504 may be of
interest to a user 102 based on the content of another email or
other emails that the user 102 1s composing. The access-
restricted email 504 1s associated with access permissions
506 that prevent the access-restricted email 504 from being
displayed to the user 102. The access permissions 506 may be
data associated with the email server 106 (for example, data
stored 1n the content database 110 of FIG. 1B) which indi-
cates which users are authorized (have permission) to access
which emails.

An authorized user 112 has the ability to grant access to the
access-restricted email 504. For example, the authorized user
112 may be a user who sent the access-restricted email 504 or
received the access-restricted email 504, or the authorized
user 112 may be a system administrator who 1s charged with
managing access permissions of emails associated with the
email system 100.

The email server 106 can send 508 an access permission
request 310 to the authorized user 112 1dentifying the access-
restricted email 504 and requesting that the authorized user
112 grant access to the access-restricted email 504. In some
examples, the access permissions request 510 may i1dentify
the other user 102 that the email system 100 will be granting
access to, so that the authorized user 112 can decide whether
or not 1t 1s appropriate for the other user 102 to have access to
this particular email 504. Also, 1n some examples, the access
permissions request 510 identifies multiple emails for which
the authorized user 112 can decide to grant access, and also
may 1dentify multiple users for whom to grant access to the
identified email (or emails).
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It the authorized user 112 decides to grant access, he can
respond to the access permission request 510 by sending 512
to the email server 106 an access permission authorization
514 granting access to the access-restricted email 504. For
example, the access permission request 510 may 1tself be an
email, and the access permission authorization 514 may also
take the form of an email, may take the form of a response
option 1n a web page linked to by the access permission
request 510, or may take another form.

In some 1implementations, there are multiple authorized
users 112. In some examples, each of the multiple authorized
users 112 may receive the access permission request 510, or
one may be chosen among the multiple authorized users 112
based on a work schedule or other shared responsibility
scheme. In some examples, only one of the multiple autho-
rized users 112 replies to the access permission request 510
with a permission authorization 514 to grant access to the
access-restricted email 504. In some examples, more than
one, or all, of the multiple authorized users 112 replies to the
access permission request 510 to grant access to the access-
restricted email 504.

In some implementations, the access permission request
510 can be sent using a real-time communication method
such as telephone or 1nstant message, or the access permis-
sionrequest 310 can be sent using an asynchronous (non-real-
time) communication method such as email or voicemail.

When the email server 106 receives the access permission
authorization 514 from the authorized user 112, the email
server 106 can alter the access permission 506 associated with
the access-restricted email 504 so that the other user 102 can
access the access-restricted email 504. For example, access-
restricted email 504 can be shown 1n a list of related content
provided to the other user 102. The email server 106 can also
provide 516 the email 504 directly to the other user 102 at the
request of the otheruser 102. In some examples, the change in
access permission 306 of the access-restricted email 504 may
be temporary, or the change 1n access permission 506 of the
access-restricted email 504 may be permanent, depending on
the access permission authorization 514 provided by the
authorized user 112.

FIG. 5B shows an example of an access permission request
510 1n the form of an email message 520. The email message
520 1s sent from an automated search robot 522 to an autho-
rized user 112 (here, “Orlando Scott-Crowley”). The email
message 520 indicates to the authorized user 112 that another
user 524 (“Nathaniel Borenstein™) would be helped i1t an
archived email message 526 were made available to the other
user 524. For example, the email server 106 (FIG. 1B) may
have determined that the archived email message 526 1s
related to another email that the other user 524 1s composing.
The email message 520 includes a hyperlink 528 to the
archived email message 526 so that the authorized user 112
can view the contents and determined 11 the archived email
message 526 1s appropriate to make available to the other user
524.

The email message 520 also presents the authorized user
112 with options for granting or denying access. One option
button 530 allows the authorized user 112 to choose to grant
the other user 524 access to just this archived email message
526. Another option button 532 allows the authorized user
112 to choose to grant the other user 524 access to this
archived email message 526 and any other archived email
messages that may be useful to the other user 524 1n the
tuture. Another option button 534 allows the authorized user
112 to choose to deny the other user 524 access to this
archived email message 526. Another option button 534
allows the authorized user 112 to choose to deny the other
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user 524 access to this archived email message 526 and also
refuse requests to grant the other user 524 access to other
archived email messages.

In some implementations, an organization using the email
system 100 may have an access permission hierarchy that
determines which users can access which emails associated
with the email system. For example, FIG. 6 shows an access
permissions hierarchy 600 having three levels 602a, 6025,
602¢ to which users can belong. Each level 1s associated with
a collection of emails (for example, some of the emails asso-
ciated with the content database 110 shown in FIG. 1B). The
first level 602a 1s associated with a first collection of emails
604a, the second level 60254 1s associated with a second col-
lection of emails 6045, and the third level 602¢ 1s associated
with a first collection of emails 604¢c. Each level 1s also
associated with users of the system. The level 602a 1s asso-
ciated with a user 606a, the second level 6025 1s associated
with three users 6065-606d, and the third level 602¢ 1s asso-
ciated with five users 606¢-606i.

In this hierarchy 600, any user belonging to level 1s autho-
rized to access emails associated with the same level as well
as emails associated with levels below. For example, the user
606a who belongs to the first and highest level 602a, 1s
authorized to access the collection of emails 604a associated
with the first level 602a as well as the collections of emails
6045, 604¢ associated with the second and third levels 6025,
602c. Further, the users 60656-606¢ who belong to the second
level 6026 are authorized to access the collection of emails
6045 associated with the second level 6026 as well as the
collection of emails 604¢ associated with the third level 602c¢.
However, the users 60656-606¢ who belong to the second level
60256 are not authorized to access the collection of emails
604a associated with the first level 602a. In some examples,
the users 6060-606¢ can be given permission to access some
or all of the collection of emails 604a associated with the first
level 602a. For example, one of the users 6060-606¢c may be
able to engage in the interaction 500 shown in FIG. 5A for
gaining access to a particular email or multiple emails. The
users 606e-606; who belong to the third level 602c¢ are autho-
rized to access the collection of emails 604c¢ associated with
the third level 602¢ and no other collections of emails. In
some examples, the users 606e-606; who belong to the third
level 602¢ can also gain access to the other collections of
emails 604a, 6045 through an authorization process such as
the interaction 500 shown 1n FIG. SA.

In some implementations, permissions can be set up in
other ways. In some examples, permissions can be assigned
according to roles within an organization rather than just
according to a hierarchy. For example, each member of asales
stall can be authorized to see emails written by other mem-
bers of the sales statl. In some examples, permissions can be
assigned to a user based on factors other than the user’s
position in a hierarchy. For example, a user 1n a low hierar-
chical level can be given access to some or all emails normally
only accessible to users higher in the hierarchy based on a
special status of the user. In some examples, permissions can
be assigned according to activities of a user. For example, a
member of an organization who works on a particular project
or handles a particular customer can be authorized to access
the emails relating to that particular project or that particular
customer. Other types of authorization are possible.

FIG. 7 1s a flowchart of an example process 700 for pro-
viding a list of related content relevant to an email that a user
1s composing. For example, the process 700 could be used by
the email server 106 of FIG. 1B to provide a related content
list 204, 304, 404 as shown in one of FIG. 2A-FIG. 4. At stage

702, the process 700 infers a search query related to email
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content. For example, the search query can be inferred from
content of an email newly composed by a user, such as the
emails 202, 302 shown in FIG. 2A-FIG. 3. At stage 704, the
process 700 searches a communications archive using the
inferred query. For example, the communications archive can
include the content database 110 containing emails shown 1n
FIG. 1B and the communications archive can also include one
or more of a secondary content database 116 also shown 1n
FIG. 1B and containing other types of communications or
data such as blogs, social network communications, news
articles, journal publications, and patents. At stage 706, the
process provides to a user the results of the search performed
on the communications archive. For example, the results of
the search can be provided 1n the form of a related content list
204, 304, 404 as shown 1n FIG. 2A-FIG. 4.

FIG. 8 1s a block diagram of an example computer system
800 that forms one of the systems of the network that 1s
engaged in completing a task. For example, referring to FIG.
1B, the email server 106 could be an example of the system
800 described here. The users 102, 112 could also be using
general-purpose computers, network appliances, mobile

devices, or other electronic systems arranged as the system
800 described here.

For example, the email interface 200 of FIGS. 2A-2C or the
email interface 300 of FIG. 3 or the email 402 of FIG. 4 could
be displayed on a computer system 800. The system 800
includes a processor 810, a memory 820, a storage device
830, and an 1input/output device 840. Each of the components
810, 820, 830, and 840 can be interconnected, for example,
using a system bus 850. The processor 810 1s capable of
processing instructions for execution within the system 400.
In some i1mplementations, the processor 810 1s a single-
threaded processor. In some 1implementations, the processor
810 1s a multi-threaded processor. The processor 810 1is
capable of processing 1nstructions stored in the memory 820
or on the storage device 830.

The memory 820 stores information within the system 800.
In some 1mplementations, the memory 820 1s a computer-
readable medium. In some implementations, the memory 820
1s a volatile memory unit. In some 1mplementations, the
memory 820 1s a non-volatile memory unit.

The storage device 830 1s capable of providing mass stor-
age for the system 400. In some implementations, the storage
device 830 1s a computer-readable medium. In various differ-
ent implementations, the storage device 830 can include, for
example, a hard disk device, an optical disk device, a solid-
date drive, a flash drive, or some other large capacity storage
device. For example, the storage device may store long-term
data, such as data stored in the content database 110 shown in
FIG. 1B. The mput/output device 840 provides input/output
operations for the system 800. In some implementations, the
input/output device 840 can include one or more of a network
interface devices, e.g., an Ethernet card, a serial communica-
tion device, e.g., an RS-232 port, and/or a wireless interface
device, e.g., an 802.11 card, a 3G wireless modem, a 4G
wireless modem, or a carrier pigeon interface. A network
interface device allows the system 800 to communicate, for
example, transmit and receive data such as emails sent
between users 102, 112. In some implementations, the input/
output device can include driver devices configured to receive
input data and send output data to other input/output devices,
e.g., keyboard, printer and display devices 860. In some
implementations, mobile computing devices, mobile com-
munication devices, and other devices can be used.

The email server 106 (FIG. 1B) can be realized by instruc-
tions that upon execution cause one or more processing
devices to carry out the processes and functions described
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above, for example, communicating over a network to handle
requests and responses. Such instructions can comprise, for
example, interpreted instructions such as script instructions,
or executable code, or other 1nstructions stored 1n a computer
readable medium. The email server 106 be distributively
implemented over a network, such as a server farm, or a set of
widely distributed servers or can be implemented 1n a single
computer device.

Although an example processing system has been
described 1n FIG. 8, implementations of the subject matter
and the functional operations described above can be 1mple-
mented 1n other types of digital electronic circuitry, or in
computer software, firmware, or hardware, including the
structures disclosed 1n this specification and their structural
equivalents, or in combinations of one or more of them.
Implementations of the subject matter described in this speci-
fication, such as software for handling requests and/or
responses, can be implemented as one or more computer
program products, 1.e., one or more modules of computer
program 1nstructions encoded on a tangible program carrier,
for example a computer-readable medium, for execution by,
or to control the operation of, a processing system. The com-
puter readable medium can be a machine readable storage
device, a machine readable storage substrate, a memory
device, a composition of matter effecting a machine readable
propagated signal, or a combination of one or more of them.

The term “system” may encompass all apparatus, devices,
and machines for processing data, including by way of
example a programmable processor, a computer, or multiple
processors or computers. A processing system can include, in
addition to hardware, code that creates an execution environ-
ment for the computer program 1n question, e.g., code that
constitutes processor firmware, a protocol stack, a database
management system, an operating system, or a combination
of one or more of them.

A computer program (also known as a program, software,
software application, script, executable logic, or code) can be
written 1n any form of programming language, including
compiled or interpreted languages, or declarative or proce-
dural languages, and 1t can be deployed 1n any form, including
as a standalone program or as a module, component, subrou-
tine, or other unit suitable for use 1n a computing environ-
ment. A computer program does not necessarily correspond
to a file 1n a file system. A program can be stored 1n a portion
of a file that holds other programs or data (e.g., one or more
scripts stored 1n a markup language document), 1n a single file
dedicated to the program in question, or in multiple coordi-
nated files (e.g., files that store one or more modules, sub
programs, or portions of code). A computer program can be
deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.

Computer readable media suitable for storing computer
program instructions and data include all forms of non-vola-
tile or volatile memory, media and memory devices, includ-
ing by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto
optical disks; and CD ROM and DVD ROM disks. The pro-
cessor and the memory can be supplemented by, or incorpo-
rated 1n, special purpose logic circuitry. Sometimes the email
server 106 1s a general purpose computer, and sometimes 1t 1s
a custom-tailored special purpose electronic device, and
sometimes 1t 1S a combination of these things.

Implementations can include a back end component, e.g., a
data server, or a middleware component, €.g., an application
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server, or a front end component, e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
subject matter described 1s this specification, or any combi-
nation of one or more such back end, middleware, or front end
components. The components of the system can be 1ntercon-
nected by any form or medium of digital data communication,
e.g., acommunication network. Examples of communication
networks include a local area network (“LAN”) and a wide
area network (“WAN”), e.g., the Internet.

Certain features that are described that are described above
in the context of separate implementations can also be imple-
mented 1n combination i a single implementation. Con-
versely, features that are described 1n the context of a single
implementation can be implemented 1n multiple implemen-
tations separately or 1n any sub-combinations.

The order in which operations are performed as described
above can be altered. In certain circumstances, multitasking
and parallel processing may be advantageous. The separation
of system components in the implementations described
above should not be understood as requiring such separation.

Although the system described analyzes the contents of
emails to a search query, the analyzed information need not be
an email, but could be another kind of message or another
kind of user composition such as a memorandum, an article,
another kind of document, an instant message, a text message,
a voice mail, a video mail, or a fax.

Although we have described 1n example 1n which the target
information sent back to the user 1s based on a particular email
being composed by her, in some implementations, the
reported information that 1s sent back to be determined based
on more than one communication composed by the user. For
example, over a period of time, the facility 5 could be watch-
ing the composition of a series of emails or other communi-
cations by a user, could infer a search strategy based not only
on the current email, but on previous ones, and could report
back information based on this more complex inference.

In addition, although we have described examples 1n which
a single user composed the source communication that 1s the
basis of the reported information returned back to the user, in
some examples, the composed emails of multiple users could
form the basis of the operation of the facility 5. For example,
if three different users 1n a given department of a company
were to compose emails in which they used words indicating
a common interest 1n the names of companies operating in the
mobile telephone business, the information reported back to
them by facility S could be determined by the combination of
their source communications, rather than only by one of
them.

Other implementations are within the scope of the follow-
ing claims.

The mvention claimed 1is:

1. A computer-implemented method comprising

by one or more processors of a computer system:

in a user interface, enabling a user to compose a commu-

nication,
in response to the composing of at least part of the com-
munication, inferring a strategy for selecting, from a
body of target information, target information that 1s
related to content of the communication being com-
posed by the user, at least some of the content having
been supplied by the user in the user interface,

selecting target information using the strategy,

identifying restricted information in the selected target
information, the restricted information having access
restrictions that prohibit reporting the secure informa-
tion to the user,
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mediating a change in the security permissions of the
restricted information to permit reporting of the secure
information to the user,

in the user interface, reporting information to the user that

has been selected using the strategy, the information
being reported 1n real time as the user 1s composing the
communication, and

in the user interface, in response to the user updating the

content of the communication, updating the reported
information based at least in part on the updated content
of the communication.

2. The computer-implemented method of claim 1 compris-
ing giving the user access 1n the user interface to at least some
of the target information.

3. The computer-implemented method of claim 1 1n which
the communication comprises an email.

4. The computer-implemented method of claim 1 1n which
the strategy comprises a database query.

5. The computer-implemented method of claim 1 1n which
the body of target information comprises an archive.

6. The computer-implemented method of claim 1 1n which
the body of target information comprises an email archive.

7. The computer-implemented method of claim 1 1n which
the body of target information comprises an email archive
maintained by or on behalf of a private enterprise.

8. The computer-implemented method of claim 1 1n which
the reporting occurs as the user composes the communica-
tion.

9. The computer-implemented method of claim 1 1n which
the body of target information comprises blogs, social net-
work communications, news articles, journal publications,
and patents.

10. The computer-implemented method of claim 1 in
which the selected target information includes email mes-
sages, stored 1n a digital storage mechanism.

11. The computer-implemented method of claim 10 in
which the digital storage mechanism comprises at least one of
an archive, a file, a message store, or a database.

12. The computer-implemented method of claim 1 1n
which the body of target information includes documents.

13. The computer-implemented method of claim 1 in
which the selected target information includes documents.

14. The computer-implemented method of claim 1 1n
which inferring a strategy comprises analyzing textual ele-
ments included in communication being composed by the
user.

15. The computer-implemented method of claim 1 1n
which the change 1n the security permissions comprises giv-
ing the user access to the selected target information associ-
ated with the security permissions.

16. The computer-implemented method of claim 1 1n
which the change in the security permissions 1s time limited.

17. The computer-implemented method of claim 1 1n
which mediating a change 1n the security permissions to
permit reporting of the information to the user comprises
requesting an authorized party to grant access to the user.

18. The computer-implemented method of claim 17 in
which the access grant 1s requested using a real-time commu-
nication method comprising at least one of telephone and
instant message.

19. The computer-implemented method of claim 17 in
which the access grant 1s requested using an asynchronous
communication method comprising at least one of email and
voicemail.
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20. A computer-implemented method comprising

by one or more processors of a computer system:

in real time, as a user composes a communication,

inferring a strategy for selecting, from a body of target

information, target information that 1s related to user-
supplied content of the communication being composed
by the user,

identifying restricted information in the selected target

information, the restricted information having access
restrictions that prohibit reporting the secure informa-
tion to the user,

mediating a change in the security permissions of the

restricted information to permit reporting of the secure
information to the user,

reporting to the user about other information that has been

determined to relate to the user’s communication using
the strategy, and

in response to the user updating the content of the commu-

nication, updating the reported information based at
least 1 part on the updated content of the communica-
tion.

21. The computer-implemented method of claim 20 com-
prising giving the user access to at least some of the target
information.

22. The computer-implemented method of claim 20 in
which the communication comprises an email.

23. The computer-implemented method of claim 20 in
which the strategy comprises a database query.

24. The computer-implemented method of claim 20 in
which the body of target information comprises an archive.

25. The computer-implemented method of claim 20 in
which the body of target information comprises an email
archive.

26. The computer-implemented method of claim 20 in
which the body of target information comprises an email
archive maintained by or on behalf of a private enterprise.

27. The computer-implemented method of claim 20 in
which mferring a strategy comprises analyzing textual ele-
ments included 1n a communication being composed by the
user.

28. A user interface comprising

by one or more processors of a computer system:

displaying to a user who 1s composing content for a com-

munication that has not yet been finished or sent, 1den-

tifiers of at least two 1tems of target information that has
been fetched from an archive and has been determined to
relate to content that appears in the portion of the com-
munication that has already been composed by the user,
the 1tems of target information determined based on a
strategy for selecting the target information from a body
of target information that contains the items;
identifying restricted information 1n the target information,
the restricted information having access restrictions that
prohibit reporting the secure information to the user,
mediating a change in the security permissions of the
restricted information to permit reporting of the secure
information to the user; and
displaying, in response to the user updating the content of
the communication, updated items of target information
that have been fetched from the archive and have been
determined to relate to updated content.
29. The user mterface of claim 28 1n which the communi-
cation comprises an email or a fax or a voice message.
30. The user interface of claim 28 1n which at least some of
the target information comprising communications between
two users other than the user composing the communication.
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31. The user interface of claim 30 in which the communi-
cations between the two other users are selected from 1nfor-
mation stored 1n an email archive maintained by or on behalf
of a common enterprise, and the three users are associated
with the common enterprise.

32. The user interface of claim 28 1n which the user inter-

face displays a list of the target information.

33. The user interface of claim 32 1n which the list includes
documents fetched from multiple archives.

34. The user interface of claim 33 in which at least one of
the documents was fetched from an email archive.

35. The user interface of claim 34 in which at least one of
the documents was fetched from an archive other than an
email archive.

36. The user interface of claim 28 being configured to add
information to and remove information, 1in real time, from the
identifiers displayed to the user based on additional content
added to or changed in the communication.

37. A computer-implemented method comprising

by one or more processors of a computer system:

1n response to a user composing a communication, nfer-

ring a strategy for selecting target information related to
content of the communication composed by the user, the
content having been supplied by the user;

using the strategy to select target information from a body

of target information;

1dentifying that selected target information 1s associated

with security permissions with respect to the user;
mediating a change 1n the security permissions to permit
reporting of the information to the user; and

in response to the user updating the content of the commu-

nication, updating the reported information based at
least 1n part on the updated content of the communica-
tion.

38. The computer-implemented method of claim 37 1n
which the body of target information comprises an archive,
and 1nferring a strategy for selecting target information
related to content of the communication composed by the
user comprises analyzing textual elements 1n the communi-
cation being composed by the user; and using the strategy to
select target information from a body of target information
comprises transmitting, to the archive, a query generated
based on the analysis of the textual elements.

39. The computer-implemented method of claim 38 com-
prising, 1n response to the query, receiving at least two items
from the archive, the target information comprising the at
least two 1tems.

40. The computer-implemented method of claim 37 1n
which the communication comprises an email.

41. The computer-implemented method of claim 37 1n
which the strategy comprises a database query.

42. The computer-implemented method of claim 37 1n
which the body of target information comprises an archive.

43. The computer-implemented method of claim 37 1in
which the body of target information comprises an email
archive.

44. The computer-implemented method of claim 37 1n
which the body of target information comprises an email
archive maintained by or on behalf of a private enterprise.

45. The computer-implemented method of claim 37 1n
which the body of target information comprises blogs, social
network communications, news articles, journal publica-
tions, and patents.

46. The computer-implemented method of claim 37 1n
which the selected target information includes email mes-
sages, stored 1n a digital storage mechanism.



US 9,294,308 B2
17

47. The computer-implemented method of claim 46 in
which the digital storage mechanism comprises atleast one of
an archive, a file, a message store, or a database.

48. The computer-implemented method of claam 37 in
which the body of target information includes documents. 5
49. The computer-implemented method of claim 37 in

which the selected target information includes documents.

50. The computer-implemented method of claim 37 in
which mferring a strategy comprises analyzing textual ele-
ments included 1n a communication being composed by the 10
user.

51. The computer-implemented method of claim 37, com-
prising reporting, to the user, information determined based
on the selected target information.

52. The computer-implemented method of claim 37 com- 15
prising giving the user access to at least some of the selected
target information.
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